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How are we doing? = .M ﬂ
anaalaa B We want to know!

Are you receiving exceptional service from the LEADS staff, whether it’s from the
administrative staff, auditing and training, LEADS Control, etc.? Were you pleased
and satisfied with the outcome of your experience? We would like to know. We are
encouraging agencies to evaluate our staff and provide us their feedback.

A personnel evaluation sheet is located in the CJIS Launchpad (CJIS Documents,
LEADS forms) or at www.leads.ohio.gov/forms. The form allows agencies to critique
LEADS in punctuality, appearance, quality of work, cooperation, and professionalism.
Once completed, fax to LEADS Administrator at 614-995-1230 or return to: LEADS
Administrator, PO Box 182075, Columbus OH 43218-2075.

LEADS Access

LEADS Fee Structure

Fees

Comments

Category

Non-terminal LEADS Access

The agency has no means to
run LEADS directly and gets
information by requesting it
through a terminal agency.

$600 per year ($50 per month)

Typically billed by the fiscal
year July 1to June 30.
Agency must sign a LEADS
Non-terminal Participation
Agreement.

MDT Only Access

The agency does not have
an office terminal, but
utilizes a vendor to provide
LEADS service to Mobile Data
Terminals (MDT) in patrol
cars.

$1,200 per year ($100 per month)

Typically billed by the fiscal
year July 1to June 30.
Agency must sign a LEADS
Terminal Agency Participation
Agreement.

LEADS Mobile Service

Direct web-based access to
LEADS for officers operating
Mobile Data Terminals (MDT)
inits patrol cars.

$100 per month plus an additional $5 per user, per month.
Terminal agencies: Terminal fees plus $5 per user, per
month.

Agency must complete
a LEADS Terminal Agency
Participation Agreement.

LEADS Terminal Access

The agency has a terminal
or terminals in its office
through which it can access
LEADS information.

LEADS Circuit based terminal access: $250 base fee plus
circuit cost for telecommunications carrier service, customer
premise equipment and annual maintenance.

PNT Circuit: $800 per month/$550 each additional circuit,
same agency.

DM-VPN: $600 per month/$350 each additional router, same
agency.

Interface: $250 per month

Internet: $250 plus $5 each PC per month and

$5 each user per month.

Agency must sign a LEADS
Terminal Agency Participation
Agreement.

Please direct all calls regarding the fee structure to (614) 466-8781.



FELONY WARRANT ENTRY CHANGES

overnor DeWine’s Warrant Task Force released a report
G in May 2019, with recommendations to encourage a
more efficient warrant system that properly ensures

the safety of citizens, victims, and law enforcement in Ohio
and other states. Included is a recommendation for Ohio
law enforcement agencies to develop policies on the
entry of all felony warrants and warrants issued for
potentially dangerous offenders into LEADS and the
FBI’'s National Crime Information Center (NCIC).

In November 2019, the LEADS Steering Committee
moved to support programmatic changes in the
LEADS system that will send all warrants entered
by Ohio law enforcement agencies to NCIC for
the purposes of officer safety, public safety, and
compliance with the Fix NICS Act.

On February 13, 2020, LEADS staff modified the
Messenger application to submit all applicable warrant
entries to NCIC by setting the Pick-up Radius (PUR) to ‘1!
Agencies that use interface software to make entries in
LEADS must programmatically or manually set the PUR to
1,” ensuring all warrant entries are submitted to NCIC.

LEADS staff also changed the spawned queries on Ohio
driver license and registration queries from Wanted Person
File Inquiry (QW), which limits responses to possible
extraditable misdemeanor records and felony records
regardless of extradition, to Wanted Person File Inquiry
- All (QWA), which returns all felony and misdemeanor
records regardless of extradition. The change is due to the
anticipated increase in misdemeanor warrants returned
from NCIC.
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FELONY WARRANT ENTRY CHANGES

WANTED PERSON ENTRY CHANGES

Effective: March 16, 2020

In response to LEADS agencies’ feedback, these Wanted Person modifications have been
made to enhance officer safety and improve entry efficiency:

1. In the Messenger application, when an Extradition Limitation of ‘4’ (for felony) or ‘D’ (for
misdemeanor) is selected, the In-State Pick-up Radius field becomes active. Selecting an
In-State Pick-Up Radius from the list automatically adds the text to the MIS field.

rWarrant Information

Warrant # * Agency Case # * Date of Warrant Court OR|
* Offense
| |~
* Warrant Class Code * Pick-Up Radius * Extradition Limitation
i FW = Felony Warrant w | | 1=Extradite Interstate or Enter in NCIC - | 4 =Felony - Ohio - In State pick up only. See MIS field for limits -
* In_State Pick-Up Radius ( Text Adds to MIS field on Submit)  Multiple Warrants Notify Agency
-] | | | |
- | 1
2 = PICKUP ANY PLACE IN QHIO [ [MDdiﬁerfDr FLURA. Must be a valid value from the attached list. (1 - 1 all)]
3= PICKUP OHIO, WITHIN 100 MILE RADIUS [f te Expiration Year
4= PICKUP COUNTY OF WANT AND ADJACENT COUNTIES // - | |
5=PICKUP COUNTY OF WANT I/
r d location of vehicle is unk i terall 4
L = PICKUP JURISDICTION OF THE DEPARTMENT OF WANT 1 [} 2" focation of vehicie is unknown ( -Shicie 4)
A = PICKUP ENTERING AGENCY ONLY I | IUC*"' se Year : License Type
T -

2. The text value for the Extradition Limitation field values of ‘4’ and ‘D’ are modified:

FROM: TO:

4 - FELONY - NO EXTRADITION - INSTATE PICK-UP 4 - FELONY - OHIO - INSTATE PICK-UP ONLY.

ONLY. SEE MIS FIELD FOR LIMITS SEE MIS FIELD FOR LIMITS

D - MISDEMEANOR - NO EXTRADITION - INSTATE D - MISDEMEANOR - OHIO - INSTATE PICK-UP ONLY.
PICK-UP ONLY. SEE MIS FIELD FOR LIMITS SEE MIS FIELD FOR LIMITS

The MIS field appears under the Extradition Limitation (EXL) field as shown:

MKE/WANTED PERSON - CAUTION

CMC/55 - ALCOHOLIC

CMC/50 - HEART CONDITION

CMC/60 - ALLERGIES

CMC/65 - EPILEPSY

CMC/85 - HEMOPHILIC

EXL./D - MISDEMEANOR - OHIO - INSTATE PICK-UP ONLY. SEE MIS FIELD FOR LIMITS
MIS/PICKUP COUNTY OF WANT //BOND $1500 CASH



SCREEN CHANGES FOR PERSON RECORDS

The following person record screen changes have been
implemented to improve record entry workflow:

+ Re-arranged the data fields

« Group required data sets — Operator License, License Plate,
and Vehicle

« Enabled required data fields in the sets if the first piece of data
in the set is entered

« Added 3-letter NCIC field code on tool tips (mouse hover)
» Changed problematic labels for clarification (MNU, SID, etc.)

« Changed MNU data field mask and prompt for valid entry
format

« Added edit on the SID field to require it to start with a state
abbreviation

« Modified the fields on the supplemental enter and cancel
screens to allow a larger number for more common
supplemental fields and changed the order to most common
supplemental data fields

Complete List of Screens Changed
« Warrant (5): EW, EN, ENS, MW, XN

Protection Order (4): EPO, ENPO, MPO, XNPO

Missing Person (8): EM, EMN, MM, XMN, EMP, EMPN, MMP, XMPN

Gang (5): EGM, QGM, EGMN, MGM, XGMN

Identity Theft (4): EID, EIN, MID, XIN

« Supervisor Release (6): EC, ENC, ECNS, MC, XCN, XCNS
« Unidentified Person (4): EUD, EUN, MU, XUN

« Violent Person (4): EVD, ENVP, MVP, XNVP



MODIFYING WARRANTS

When modifying warrants, do not remove the warrant from NCIC, unless it’s a juvenile
warrant that does not meet NCIC criteria. The system does not recognize the type of
message key being modified; therefore, it will allow the selection of any PUR. As a
reminder, any PUR other than ‘1’ will be removed from NCIC.

Note: Add-on records are not submitted to NCIC even if PUR 1 is selected.

RECORDS REVIEW PROCESS:

US IMMIGRATION & CUSTOMS ENFORCEMENT (ICE) DISCREPANCIES

The name formatting in the
submissions for the ICE Discrepancies
continues to cause rejection issues when
the ICE Data Quality Integrity Unit (DQI)
processes the request. Although the
deficiencies have decreased, there are
a significant amount of records that are
missing details such as middle names,

a hyphen(-) between last names, or the
inclusion of additional descriptive data
that is not visible in the NICS Indices hit.

For a discrepancy request to be
successfully processed, the names
submitted on the NICS Records
Spreadsheet must match 100 percent to
what is reflected in the NICS Indices hit.
When a request is submitted to the DQI,
their electronic system is reading the
request and if the name is not an exact
match, a rejection occurs. The DQI will
need to attempt to locate the information
and review the request manually.

Items to remember:

» The descriptive data on the spreadsheet
must exactly match the information NICS
Indices hit in Columns B through J and
Column O of the NICS indices hit.

°NICS Indices hit example:

NRI: 1692963129 STATUS: ACTIVE EXPIRATION DATE: N/A
PCA: E - ILLEGAL ALIEN

NAM: GREY-MOUSE, MICKEY L

S| RAC: W HGT: 505 WGT: 150 EYE: BRO HAL BLK
POB: MEXICO SOR: N/A

DOB: 11/25/1984

SOC: N/A

AKA: MOUSE, MICK

SMT: N/A

MNU: AR-200807879

MIS: N/A

ORI: DENIC000X OCA: N/A

DNY: N/A

DATA-SRC: ICE

ARI: AR-200807879

CREATED-DATE: 07/07/2014

TITIDMYATCETY M ATC: Nn7/n7/01 4

oUsing the hit information in the example
above, this is an example of how to
complete the spreadsheet to reflect the
exact information/descriptive data from the
hit (which includes the hyphen in the name,
the NRI, etc.).

Refer to the CJIS/Launchpad/CJIS Training/
NICS Training/ICE Records Review process
for spreadsheet template and additional
guidelines.




Nlets

Website Ouwr Members About Parinerships Ourlmpact Evenis Resources

Nlets now provides information on active stolen vehicles in
Mexico obtained from the Mexican office for insured risks known
as OCRA, short for Oficina Coordinadora de Riesgos Asegura-
dos S.C. Nlets users will be able to query this information by VIN
through an SVQ query, and when available, this data will also be
returned in NAR responses. A hit will return the stolen status of
the vehicle and contact information for an OCRA representative
who can verify the stolen status and provide additional relevant
information.

Many vehicles are stolen from the US and taken to Mexico. Some-
times the reverse happens. In fact, hundreds of vehicles stolen in
Mexico end up in the US every year. This new data file will enable
US law enforcement officers to identify vehicles stolen in Mexico
that have entered the United States. Some of these vehicles end
up being sold to unsuspecting innocent purchasers. Others are
connected to ongoing organized crime activities occurring on
both sides of the border.

OCRA only has information on vehicles insured in Mexico. An
uninsured vehicle not in the OCRA database may still be an active
stolen vehicle in Mexico.

For more information and to see examples of OCRA messages,
visit SECTION 27 of the Nlets Wiki.

‘Niets


https://wiki.nlets.org/index.php/Section_27:_National_Insurance_Crime_Bureau_and_National_Vehicle_Services_and_Locator#Downloads

FEDERAL RAILROAD ADMINISTRATION (FRA)

HIGHWAY-RAIL GRADE CROSSING REPORTING TOOL

developed an online reporting tool that will allow law
enforcement and the public safety officials to report
blocked highway-rail grade crossings. FRA expects the
collected data will help to better assess the underlying
causes and overall impacts of blocked crossings; N
and reduce or eliminate them. Blocked crossings f‘s’/ '\Q&
occur when stopped trains impede the free flow of Qc;}

The Federal Railroad Administration (FRA) has

motor vehicle or pedestrian traffic over railroad &R Q@
tracks for extended time periods. mzu(s
)1
The web portal WWW.FRA.DOT.GOV/ o 0
BLOCKEDCROSSINGS will record specific

information, include a process to validate users who are
members of law enforcement or public safety.

X
1

-m

Q)

—---_rr

Data collected from the portal helps FRA to learn
where, when, and for how long crossings are blocked,
and gives FRA a more complete picture of the impacts
that result from blocked crossings. FRA will make the
reported information available to the public online and
will use it, in coordination with railroads, communities, and
law enforcement, to facilitate local solutions that reduce
or eliminate blocked crossing concerns. Contact Michail
Grizkewitsch via email at MICHAIL.GRIZKEWITSCH@DOT.
GOV or by calling (202) 493-1370 with any questions or
comments.


http://www.fra.dot.gov/blockedcrossings
http://www.fra.dot.gov/blockedcrossings
mailto:Michail.grizkewitsch%40dot.gov?subject=RR%20crossing
mailto:Michail.grizkewitsch%40dot.gov?subject=RR%20crossing

NCIC CHILDREN SERVICES CCH/CHRI QUERIES

4501:2-10-09 National Crime Information Center (NCIC).

(G) A public children services agency may initiate inquiries
and receive computerized criminal history information
through local law enforcement agencies using LEADS and
NCIC.

Within fifteen days of the request for computerized criminal
history information, the public children services agency
shall submit to BCI&I and the FBI completed fingerprint
cards of the person whose information was submitted to
the local law enforcement agency.

Prior to the release of computerized criminal history
information under this rule, the public children services
agency shall:

(1) Apply for and/or have been issued an NCIC
originating agency identifier ending in the letter “T.”

(2) Furnish to the terminal agency providing the
computerized criminal history information the
agency’s NCIC originating agency identifier.

(3) Certify the computerized criminal history
information received from local law enforcement
agencies shall only be used when exigent
circumstances exist for the safe emergency
placement of a child or children and time restraints
make submission of fingerprint cards unreasonable.

(H) The Adam Walsh Child Protection and Safety Act of
2006, Pub. L. No. 109-248 became effective October 1, 2006.
Sections 151 and 153 of the act allow access to FBI criminal
history record information (CHRI) by governmental social
service agencies with child protection responsibilities.

(1) Those agencies meeting NCIC requirements will be
assigned an ORI with an“F” in the ninth position and
purpose code “C” will be used for inquiries made for
those agencies.

(2) Terminal agencies must use the “F” ORI assigned
to the non-terminal governmental social service
agency requesting the NCIC or CCH/Ill inquiry. This
procedure will enable the identification of NCIC
and CCH/Ill transactions conducted pursuant to the
act and will facilitate state and federal compliance
audits.



upport for errors and bugs experienced while using

Internet Explorer version 11 and later to access

CJIS Online, CJIS Launch Pad, CJIS Audit and
nexTEST will no longer be supported per the
end-of-support dates in the table below. LEADS
encourages all users to install the latest versions of

MICROSOFT INTERNET EXPLORER BROWSER END-OF-SUPPORT

one of the following modern web browsers to access

the aforementioned web applications:

+Google Chrome

« Microsoft Edge

When and how will this happen?

2020

MARCH

AUGUST 1

« Firefox

« Safari

DECEMBER 15

On CJIS Online,
message appears
for Internet
Explorer users,
informing them
that the Internet
Explorer browser
will not be
supported in the
near future.

On CJIS Online,
error message
appears for
Internet Explorer
users, informing
them that the
Internet Explorer
browser is not
supported.

On all other
products (CJIS
Audit, nexTEST, and
CJIS Validations),
an error message
appears for
Internet Explorer
users, informing
them that the
Internet Explorer
browser is not
supported.

N




LEADS SECURITY CJIS AUDIT

The FBI CJIS Security Policy requires LEADS Security to conduct technical audits of
all terminal agencies in Ohio. This includes both mobile data terminal-only agencies
and non-entering agencies. In previous years the LEADS data auditors would
distribute paper questionnaires to be returned to the LEADS Security staff.

LEADS has historically used the CJIS Audit application to conduct data quality
audits. An Internet accessible version of CJIS Audit has been implemented to
conduct technical security audits. The technical security audit application is available
through the following link:

HTTPS://OHIO.CJISAPPS.COM/SECURITY/CJISAUDIT/INDEX.PL

Agencies will receive an email from DONOTREPLY@CJISAPPS.COM when a LEADS
Security Audit is assigned. This is not spam! Agencies will receive user credentials and
a password in the email. Please contact LEADSSECURITY@DPS.OHIO.GOV for login
assistance.

This application does not utilize the same login credentials as Openfox, nexTEST, or
CJIS Online.

Note: The LEADS Security CJIS Audit page appears as ‘LEADS Technical
Security, and has a policy statement that you must acknowledge

g before login!

LEADS Technical Security

@cus Audit

Agency Login
Policy Statement

Welcome to the Ohio LEADS Security Information Portal

Information and links contained herein are to be utilized for the purposes of protecting information obtained through
LEADS.

This portal page is stand-alone and does not link or communicate with OpenFox or nexTEST.

Please contact LEADS ';orur:f_\- via emall at | FLTJ'E,SP.G_-rr-,'m‘]p;_.\nln_qnv for questions and/or assistance,

1 have read and agree to the above policy:

User Name: |
Password: [
(Logn) (Reset]
"N Home


https://ohio.cjisapps.com/security/cjisaudit/index.pl
mailto:LEADSSECURITY%40DPS.OHIO.GOV?subject=LEADS
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LOCAL AGENCY SECURITY OFFICER (LASO) TRAINING

In 2018, the FBI CJIS Division added a
requirement for annual Local Agency Security
Officer (LASO) training. That requirement was
added to the LEADS Security Policy Version
4.6, Section 5.2.2 LASO Training on December
31, 2019. LASO training is required prior to
assuming duties, but no later than six months of
initial assignment, and must be completed once
every year thereafter. To complete this process
as efficiently as possible, LEADS Security will add
this training module to CJIS Online.

During the rollout period, the local TAC will be
assigned LASO training in CJIS Online. It will be

@ Requests do not need to be submitted

to LEADS for LASO training in CJIS
Online.

After logging in, the TAC can select the user to
assign LASO training and click the edit button. A
new user can be created if the LASO is not listed
in CJIS Online. LASO training will be found under
the “Roles” tab. Check the box next to Local
Agency Security Officer (LASO) to make the
change. Agencies may have more than one LASO
if needed. LASO training can be removed from
the TAC profile using the same process after it is
assigned to the agency LASO.

the responsibility of the local TAC to re-assign
the LASO training to the correct person in their
own agency, and then notify that person of the
assigned training.

Edit User 4 Retum to Search
© BLACK, ANTHONY

Account Roles Certification Details

User Roles
Security Awareness Training

Level 1 CJIS Security Training Personnel with Unescorted Access to a Physically Secure Location
(This level is designed for people who have access to a secure area but are not authorized to use

i

All Personnel with Access to CJI
(This level is designed for people who have physical access to CJI but not logical access)

= Level 2 CJIS Security Training

Personnel with Information Technology Roles
(This level is designed for all information technology personnel including system administrators,
security administrators, network administrator, etc...)

Level 4 CJIS Security Training

Local Agency Security Officer (LASQ)

Admin Access

Agency Admin Access for DEDSPO0I0

Managed Agencies (3)
ORl % Agency Name
DEODI 0100 DOVER POLICE DEPARTMENT



Arthur D. Kitzmiller retired on October 31, 2019 after 30
years of service to the Patrol and LEADS. He joined the
Patrol in July 1989 as a Systems Analyst | assigned to
Telecommunications and LEADS Programming. Art was
promoted to a Software Development Specialist 2 and
remained in LEADS Programming for his entire career.

Arthr D. Kitzmiller

William A. Karvois, retired on January 31, 2020, after

40 years of state service. He began his service in

1977 as a laborer with the Ohio State University.

In 1984, he transferred to the Ohio Department of
Administrative Services as a Statistician and also
served as a Publications Editor, Publication Specialist 2,
Programmer Specialist Supervisor, and a Management
Analyst Supervisor 2. In 2001, he transferred to the Ohio
Department of Development as a Programmer/Analyst
4 and also served as a Software Development Specialist
2.1n 2015, he transferred to the Patrol’s Computer
Operations, LEADS as a Database Administration
Specialist 2.

William A. Karvois

LEADS would like to extend well wishes and farewell
to our previous administrator and colleague John
Moore. John has been a much appreciated and highly-
regarded asset to LEADS. Our entire team wishes him
the very best.

John Moore
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2020 SPRING TAC IN-SERVICE TRAINING

The 2020 Spring TAC In-Service Training will be held online this
year. The training material will be posted in CJIS Online/CJIS
Training on June 1, 2020.

TRAINING OPPORTUNITIES

LEADS
STEERING COMMITTEE MEMBERS

« All LEADS classes start promptly at 9am.

<Registration is required.
- Register online through nexTEST.

«Classes are subject to change.
- Refer to nexTEST Training Registration to confirm
location, availability and additional classes.

«If you register for a class and cannot attend:
-withdraw in nexTEST
or
- notify Training Program Manager Victoria Dowdy at
VDOWDY@DPS.OHIO.GOV or 614-466-7621.

New TAC (Non-ENTERING AGENCY)  9AM - NOON

Major Robin Schmutz, Chair
Ohio State Highway Patrol

Judge Beth W. Cappelli
Fairborn Municipal Court

Chief Timothy J. Malley
Lakewood Police Department

Sheriff Russell Martin
Delaware County Sheriff’s Office

Joe Morbitzer, Superintenden
Bureau of Criminal Investigations

Peggy 0’Neill, Manager
Hamilton County Regional Crime
Information Center

Chief Michael T. Pomesky
Perry Township Police Department

Sheriff Randy Thorp
Licking County Sheriff’s Office

Chief Keith Washburn

t (Chillicothe Police Department

CONTACT INFORMATION

July 16, July 30, August 27, September 17, October 1,
October 29

New TAC (ENTERING AGENCY) 9am - 1pm

July 9, July 23, August 6, August 20, September 10,
October 8

New TAC CrLass (MDT-onLy AGENCY)

To schedule, contact Training Program Manager Victoria Dowdy at

VDOWDY@DPS.OHIO.GOV or 614-466-7621.

New LEADS TrAINING ViDEos Now AVAILABLE!

LEADS is excited to announce new online individually-paced
training videos. These videos include Warrant Entry Introduction,
Packing the Record, Making the Entry & Adding Supplemental
and Basic Operator. All courses can be accessed through the
links below or on the CJIS Launchpad/CJIS Training/LEADS Video
Training.

VIDEO TRAINING TITLE  VIDEO LINK

Kara Joseph,

Program Administrator
(614) 752-4382
KJOSEPH@DPS.0HI0.GOV

Tracey Robinson,

Accounts Receivable

(614) 466-8781
TLROBINSON@DPS.0HI0.GOV

Jennifer Higdon, Validations /
Administration

(614) 466-2754
JMHIGDON@DPS.0HI0.GOV

Kevin Locke, Technical Security
(614) 387-6156
KLOCKE@DPS.0HI0.GOV

Victoria Dowdy, LEADS Training
Program Manager

(614) 466-7621
VDOWDY@DPS.0HI0.GOV

Betsy Hundley, Auditor
(614) 752-4380
BJHUNDLEY@DPS.0HI0.GOV

lan Miller, Auditor
614-752-4379
IMMILLER@DPS.0H10.GOV

Gabbriel Veltheims, Auditor
(614) 752-4373
GMVELTHEIMS@DPS.0HI0.GOV

LEADS Control Room:
(800) 589-2077

Control Room Supervisors:
Harry Staples (614) 995-3842
HSTAPLES@DPS.0HI0.GOV

LEADS FAX NumBERs

Warrant Entry Introduction https://youtu.be/IHrc6ul0J6A

Session 1:

Packing the Record https://youtu.be/Cbjbb_mjaXI

Session 2: Making the Entry

& Adding Supplemental  https://youtu.be/Dk1CC135518

LEADS Control: (614) 644-2459
- LEADS Operator Update Form (LOU)
- Helpdesk Correspondence

Training Manager & Auditors:
(614) 995-0743

- Data Audit Correspondence

- Training Information

Administrative Staff:
(614) 995-1230
- General Correspondence
- Agreements
- Forms
- Validations

Programmers & Technical
Security: (614) 644-0566

MAILING ADDRESS

Basic Operator

https://youtu.be/c1Wh5t6DAmY

For further questions, contact Training Program Manager Victoria

Dowdy at 614-466-7621 or VDOWDY@DPS.OHIO.GOV.

LEADS

P.O. BOX 182075
COLUMBUS, OH 43218-2075

PUBLIC WEB SITE

WWW.LEADS.OHIO.GOV
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